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Container A8 walulagnvilinissuseundindudulusgrafiseansainlagnisuenwaundndunazlaussnswiu

9an91n3zuUUURNIsMAN (Host 0S) Wiluanmuindeudiludass Container 9zu339lAn laus3 wazn1snsavianun
Asndudaslddrnsunisinanu silieundedutiuaiunsavinaulaliinassuluaninwindeulunufiniy wu vuAseg

WAL UTHATULDS UIDUWTINIDINTHAR

A5k Container ¥l

[ anaudauds lunswaunsevninediy mssfiuiaulidosinalueundmduasyhaulilduuniessu
[ Yuvwnaléing sonislaau Container tiadlefinusioenisldaugs

o o a a a £ = . L) a wa ' Y]
D N153ANITNINYINTUUILANTAINIY L1990 Container I‘UMi‘WEJ’mi'TJ@\‘liSUUUQU(ﬂﬂ’]ii’JlIﬂ‘H anAId

SdeurRIsTULTiFesdamssIminensuenmilouly Virtual Machine
1.2. WSsuiguseninamalulad Container wag Virtual Machine
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1.3. AMWs7Uva49 Container way Virtual Machine
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VM: v1197UUU Hypervisor (41U VMware, Hyper-V %58 KVM) 339an1501985191820155U VM urazdd lng
VM usiaziazdl Guest OS Wuszuuufiifnisisunmeluvesdaies nfousis Kemel, woundndu, wazn1se

ANANIE FLEAINIT VM Snsuennsnenseesaysal

Container: ¥N31uUl Container Engine (1214 Docker, Kubernetes) Tnelainoald Hypervisor wazld Host OS
Fudunn Container uain1susnuaundindusazlavsslussaulusiea vinli Container Svunadnnituazil

A15YN9UNLLUINTT VM
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VM: 11839910 VM @ Guest OS Miusyuuufufnisiauguuuunassiodld Hypervisor lun1sdu VM nasld

NINYINT WU CPU wavmheanuddedialdigguasyililsed@nsnaimnisinaudias lngianizilesssiy

a8 VM wiauiu

Container: Container IS wa1nssuiu Host OS wazdauiadnnin VM 3sldumiieainuiiuay CPU towas

Fagdsuali Container finsviufisiniduaziivszdnsamasndy VM

N5IIUNINYINT (Resource Efficiency)

VM: usiay VM Aasdnassyninginsiend1enin wu CPU, RAM Waz Disk lagn1ssu VM naegs Ansauiueia

daaliAnnsldninensas Faldamnsaldnuninensldegnadivssdvsnmduiiauely

Container: Container T4n5sna1n5579uAU Host OS AU e ngaNUNLagniignuIIuINN1T ANSES19LaY

5u Container wang9 Mmlunanfenudsldninenslatesnin wazaunsaususuianislidaulaineg

N13EUAULAZATINEANISYIN9Y (Startup and Shutdown Time)

VM: 1l8391nusaz VM i Guest OS Wiuguuuy n1sisudunazngn VM agldiiarAsudisuiu desniu

nszUIUMIYMLaEn1sivian OS Favgiunauazhlinimeuauestiag

Container: Container Taalunisisuduuazrenyinanuiiniiun iWewin Container lidosyn OS lud us
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Junssenluswdluszuudinisudnlaenss ilimmganduieundinduiidenisainusinisuazns
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YUIAYDY Image LAZNNTIANAY
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VM: VM fuwalngiilesaininisiivdeyaves Guest OS, Kernel, uazdayanisfindisniag Jsdwmalinisdne

W3auYs VM Image hldennuazldiiailunisdsanedeyauinau

Container: Container Image fau1aannd1unws1zlifauiu OS MIszuU wiazussanIzwaunandu
warlaus1snsndu nsuususedne Container Image 3winlasansnazdneay

AMUEINIsalUNTSWANT (Portability)
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] vM: VM anansasuuuszuudisessu Hypervisor Tns flanunsaleas VM 16 widadidesiinidosandefionsen

NO3TUVDI Hypervisor wazn15ssAIlY

[ | Container: Container fiaauatunsalunisnanigeuin 1esannfuuu Container Engine f15895U%N

wwannasu 1wy Docker ¥ilswaunainduanunsadneludianinwindeuiaianuladetasirnulawmilauiu

VN9

7. mswenAuUasany (Isolation and Security)

L] vM: VM Sinsuenainudasadefifinid iesann Guest 0OS uiazdail Kernel uvssnuios wagyinauly

Anwaedase MslaudAan VM nilsldda VM dunse Host OS 39vilaennnin

[ ] Container: Container finnsusnanudasadelusziulusiva dlsiauysaitvin VM tilesanyn Container 14

Host OS 531w 7inliuinidnisiairseuunsalaufbuseau Kemel ¥89 Host OS ®1adanana Container

Aanunle
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Virtual Machine (VM)
$raosszuuURiRnsug

wing VM fszuuufianisvesiaied
T¥mSmennsunnnsizdesiu OS sszuy
uelng) (59 OS uazuaUnaiagu)
1nin iflesandeayn OS
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Yupeiu Hypervisor tag OS
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WangdmsuLoUnalndusuialuguisvaie

(ON)
FULFBUNIN INS1EADITANITNG VM 1z OS
149 CPU, RAM Wag Storage 110N

VMware, Hyper-V, VirtualBox

1.5. Docker Aaazls?

Container
ldmosiuasiunulaas
Iszuudiinsdednulaas
Tansnennstosnsizwys OS fulean

@ a A a [ a
uaLan (@ilganaunandunazlausis)
15977 INSIESULANTEUIUNTVDILBY
WENHIW Nnamespace LAy cgroups

NYHDNISWANIHIY Docker %58 Podman

winzdmsukeunandunusuvenele

$en1 legldiaIesiiodnnis Container
Tddosndnnsglad OS WugUuuy

Docker, Kubernetes, Podman

Docker tHuwwannasunvrglinisiauivazinniswaundindudulisgresindnaziuseansain Iny Docker 19

walulad Containerization iieas1auarSuseundwduluguuuuiiiionin Container Fudunmbenmsiauiidaiudu
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nnwwazsulaagdangulunnssuunfnms Docker 13

1.5.1. wulAnUasdunganu Docker

Docker \{uunannasufigaglinisadne 5u uasdanisueundinduluguuuu Container \uliagsasainuazdl
Uszdnsam Feunnen991nn15l4e1u Virtual Machine fifesdassszuuyfuifnisueniy Docker agldinasiuaves
Host OS saunuluseaulusia Aedu Container Fsitmniuikagldnineinstosndt VM ag1aunn vinlaiunsosu

#ae9 Container wisuiulauugsawIsiAen

1.5.2. dyuusznaudrAegyvas Docker

[

1. Docker Engine: [ugenduwisndnuas Docker Mviuntinfisuuazdanis Container Usenausmeasdiudndey

17

&
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[ ] Docker Daemon (dockerd): 1ludanrununsvitaruves Docker Ingviminitlunisadns §anns uaziu

Container $3U59%91u5717 U Docker CLI

[ | Docker CLI: ifundasiioussvinddsildlunisdoansiu Docker Daemon ¥lfls187015089M5 W1 N15a379
585U Container 1o
2. Docker Image: Docker Image \Jusiunuuvas Container ussqlan laus1s wazninensiidndudmsunis

uveseUndindu lnausag Image 9ggnasnean Dockerfile Faduldiirmuntunounisasns Image

, A ¥ ! o ¢ ° Ao &
YU NITAAGEILLNALNIANTTE) ﬂ’]iﬂﬂﬁaﬂlwa LaENITNINUAAININTU

3. Docker Container: Container f® Instance Y83 Docker Image 715uaga34 vibisaunsaldauieunain
Funsausnisineg lalugunuures Container duivisianudangulunsdnnisuaganunsasuneuniiaduy

paufmuan NInaaNivenaniulnegalasnne

4. Docker Compose: uiasosilonlddmsudnnisuaiss Container M9nen1svinausauiu lngauisa
mMmuanIsRIAIYedLAay Container talulwaiAe (IWd docker-compose.yml) 1wy nsidousreiuip3adiey
MMIANUAAIMSNEINT WaZAITAIAIDUS LNzdusuMTTaILILazAdo UL UNARTUTIIna usAUsEnOU

W Mssugudeya uaziudseimdeuniu
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5. Docker Hub: {uuin1saduiu Image Mifloguudumasiiin Docker Hub Heliildauisaniilvan Image

Mfloguds vsedulnan Image vewiuotls Fwhlidinwmuiaiunsadids Image 6 legsazninlaglidos

4314 Image lvsianaud

1.5.3. 159197489 Docker
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1. @319 Image 910 Dockerfile: UnWaiunanunsaadne Docker Image lagld Dockerfile dadulnanusznouly

o o

Fefduardunaunsingauasnsnaasneg Wy nsRnsslauss nsfinaenind wazmstunmdiides
Sudlodudu Container

2. a$auazdu Container: Wiadl Image W& @1an30a$1e Container Molaensldds wu docker run Seazada
Instance %84 Image 71141uE[a3 Container thghnuduweundieduiiveneenanszuuUfoinisudn ue
Seannsodeansiu Host temunisden

3. n159AN1T Container el Docker Compose: MnLaUNALATUADINITUAIY Container YIN9UTINAY LU fivs
sudeyauas APl dniannannsald Docker Compose Litea¥auazdnnis Container vianee famnFouiuld
yliinskeeniauagnameglulidifen uazanunsnidenldvn Container Idsedduien (docker-compose
up)

4. n133NIswazn1sUTULAY Container: Docker $895UN15AIUANNISIEMINEINTUDY Container WU CPU wag
RAM Feaelimsvieuwesweundnduiivsyavsnmanntu Tneanusafaunnisldnsnensldmnsaum

ANMUADINTS
1.5.4. ¥afvas Docker

1. WnWIdgmNUaLanNAdaNAIT: Docker daelinimunanunsndukeunaiedulu Container ieafiluyng
anmwInden 1wy Meiaun Mveae waznslinuate Tnefilidesusuusdsll
2. msdanisninensfisiuszansain: Container limiweansosndn Virtual Machine ins1zlifiosd Guest OS
vilifanansnsumans ) Container nioufuuuiedoufeldegnaiuszansnm
3. nsBudunazngaldaiusinga: Container anunsadudunazngaldauldsiniiy msiglidesiy
guUUFURNsIv Famanziuanuiifesnisufullasutes Wy DevOps
4. 599FUNMIULUY Microservices: Docker wingfunsviauluanninenssuuuy Microservices ifioens
uonuaUndindusoniludiugons) uaavdrwinunenaniukarienuiudasy
5. MIAUANLKAEIANIININEINTIE: Docker Yaglianunsanluaunslaninensveusiay Container laags
aztden 1y nsimuadndrinnsld CPU was RAM uitelueundinduiiussansnmilaan
Docker iumaluladfivaelinsianuaznisinnisueundnduiuluegrssinduazdangusnonisld Container 34
Wumhensiauiiuindd Virual Machine Bagldmsiauweunaindunats s davhauegiadudasslugiuvy

U 1w

Microservices Win15:97U Docker ATITIAALIUAY TIAITHANTUINIUAINUNLNE AL

1.6. Microservice faazls?

Microservices fpan1lnunssuniseonuuugenawisiidunisuisenadiuvesssuvosnduuinisdeny (Service) Mdu
daszronu laulaaguIN199ESURAYULANIZIUNIoNIATUNTI Y0958 UV LaE@ILIS0ERA1TAVUTNITOUS N1U

lUslamea APl (fu HTTP/REST, gRPC, #30 Message Queue) vibiseuuinnudangugs anunsaimul naaey uay
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Uiudsaudazdiuueniuld saunslinnnuaiunsalunisana (Scale) AumAufadnIstifngINITe8nkuUTEUULUY

Monolithic Aivaunnileriduliluiaundinduiien

1.6.1. LU2IAALAZNITINIUVBY Microservices

TuN39eNLUULUY Microservices szuuazgnuuaduuinistoss) FausdazusinisassuRnveuninfiognslnegianils 1y
nsdanisdeyadld nsussuianatoya nisdanisddsde Wudu nisudwwenwuuivinlinnuinisiienududasy

anunsauSunsswazaLenantulalaglinsenuaiudue veesyuu Msgu:

[ 1 user service - dan1steyarlduazmstuduinny

[ ] Product Service - dansdoyadud

U2
o o

[ ] order service - famsdfoyaddsie
1.6.2. a3AUsznaudAgyuas Microservices
1. msueniludase (Decentralized Services): usiazuin1sazyhnuuenaniulagauysal ausaimuinas

USuusalngiunuiiguaianizusnmatue Wilaelddwmanssnudouinisdug

2. nsaREISHIU API: Microservices @oanssyninenulagld APl 1w RESTfuUl, gRPC, #38ld Message Queue
9819 RabbitMQ, Kafka 1dudu viliusnsimandanunsauanudsudeyasevinfuldudaveguuandnenssu

$3901UTHNTUAR9TU

3. g’m%’ayjmwnd')u (Decentralized Data Management): LLGiaz‘U%miﬁgm‘ﬁa;gaLﬂumaﬂﬁuaﬂ Mlanunse
Tdgudeyaussaniimingauiuauveny Wy uimsdanisyldenaldgiudeya SQL Tuvaeiusnisimsei

Joya19ld NoSQL viegudeyaliansm (Graph Database)

4. anuaunsalunisana (Scalability): Microservices @nunsaLiiuy3nans1wIL Instance ¥oIUSNSIAAML

Ly
o

AMNADINTT LU MINUTNISIANISANERRABITDITUUSINAUNSIFULIA @usalfindIuIuYes Order

Service lalaglifpaiuuinisous

5. mskmalulagiwsnnzay (Polyglot Programming): TuaniUnenssu Microservices uaazusn1sa1unse
Wonldnwlusunsuuazmalulagnvunzauiunurasiies wu 19 Python dunsumsiasizvideya 19

Java 39 NET dwmsussuundn Wudu

v
a o

6. N1sAaneazUiuUIede (Continuous Deployment): usiagusn1sanunsausuuse uily uasinasluale

v

dasy InglddnludesUdesvendwisiaualnl Faaglinisuulgmsoudludnanunsavilaviud
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1.6.3. 9afvad Microservices

anuBangulunswauiuasnsieuduiiv: fuimwaunsefuliaseuanzuinsfinuianlilagnss

sz iuaunsadennaluladuasnisviauivanzaulsd Yiglissuuiannliituasinuningdu

AauENTalunsanags: Microservices aNansaINV3EAAIILILYBIVTNITIING AIUNTIEIUATEla N3

awnatigrgliissesiudiinaunisldnunmuulalaglideaiumidmnauvesssuy

saafumsildsundasazUiulssldite: nssuwavsauiulpsannsailanmzluuauinig ludnduses

USuusansszuy Jadaganmnandsauagiiantunisuiuus

AMUNUNIY (Fault Tolerance): MNUSNINTANMAY UIN15DUS Nndeazduinaussllls divan

nan3znuINUg i MARTUAUUINITUINEIU

1.6.4. Ya1d8v09 Microservices
AMUFULaUTUNNTEBNLUULAZIANIS: LTUB99N Microservices Apdiin1siionlesuinisvanss #a ns
2ONLUUKALINNTENTRENTTUT UL UNINTU VN IIRBITINITINUEUNA MATDIVDINITIANITUSANS NS

ATITEABU Uagn15Ungeinm

Mszlunsaeas5EnINeUinIg: Nsdeansseminsuinsresendelusinaea 1wu HTTP, gRPC, 150 Message

Queue FilitAnALMUN (Latency) wagyinlidesiinsdnnisAunisiiaaudumalluns@oans

Arldanglunisinsednungetu: esnnudazuinisiignutoyauaznineinsueniu ylvlaldaneuazaiy

geennlun1singesnwanndu audenisiamsmuanudasasdeuasnisdsestoyandudou

ASNAFIUIINTU: NSNAGDU Microservices ABIRTIFFDUNITYINNUVDILABLUINITUATNITYINNUTINAY T

Y1999 DNLUUNMTNAFDUNTULDULINTU SIUDIADILTAT 9B N LA NS UNTNAFBUTEUUNLNa18USNNS

1.6.5. msldeu Microservices lulanasa
nsHAIUILEUNATULUY Cloud-native: Microservices [ufiugiuvasnisiiauieunaieduiuy Cloud-
native L4 Cloud Infrastructure lunsu3msdnnis wu n1skd Kubernetes ieadnnisuinistuguuuy

Container Fwinlynisusuruiakazn1sann1snsnensiiulusgreiiusesansain




LONENSVBANNUADDNLUVTDNAKIS

LB5TU: 1.0

2. mMsaam s mAnA2e APl Gateway: szUUTLY Microservices ailUin15uanefavinausmiu Astun1sa

| Y] Y = a & v & ~ o a A Y =% a ! v
API Gateway F18dan1snsdndausmenanuaidussuuseilou uwardanmsmiinfidndeusnisee 1

28190UTLANT AN

3. nmsihanldluesdnsniimswasuwdasuag: Liea9n Microservices anunsausuusnamezanls Jamuneiu

23RN INFBINITABULUaasUS U TwevidwISedssiailiaaiiasossunaiavsenisimu v

1.6.6. n1sw3suLiisu Microservices Nu Monolithic

AMENURA

NITWAIUN

nMsana

ANUGUdaU

QURTRITEN
NITWAILIUUTIN
n15U5uld (Deployment)
n1sungeine

AUNUNTIUY

mstwmalulag

Monolithic Architecture
ynilsndurveglukeundinduisien
ananaueUnatndundeusy

dan3de usilidaneu
FosSulsainaUnaiaty
AURDIYINNUTIWAUULLOUNALATULREN
U§uldanuemdousuduuiinnaiiien

ULl DkaUNALATUYL18IUIA

Jaymdluladiunilae1adanansenuna

<

eUU

Towaluladifeniaseuu

Microservices Architecture

1 & o & a 1
usiazanduueniduuinistese
ANAANIZUSNITNABINITLA
Fudouniuaianunvgugs
Usuugnanzuimslalaelinsenudiuau
AUANTONRUILALINNITUS A TWeNTIU
Usultiazusnistamuminudeanis

Ungesnwusiazuinislawendu

MAUSAStAaLal usnisaudainaule

waazusSnsaenltmaluladMunnzaule

Microservices Wuaanenssufigrgliveundinduinnuianguiazaiunsalsuasuniuninudain1svesesinsia

Mliusardruvesssuuludaseainiu fanunziunsiauiweundeduiinisisuslacias usawaundnduruin

Tngiisiosnisuszansnnlunisdnnisninensiaznisaina

1.7. API Gateway foazls?

APl Gateway Aadunatlun133InN1NTdeasTenINgld (Client) wazuinisineg aelussuuitldaniUnenssuuuy

Microservices lngiininsuaiveangly dwiod1vetiuludsuiniseneg Mavides uardwadnsnduludadly Fagaglv

msdearsnelussuuduluegraiiussaninnuazireronisdanis uenainil APl Gateway Safiflsndulunisdnnisnis

muqumwﬁ'wﬁa (Access Control), N133nw1ANYanANe (Security), N139AN19A158L0a (Load Balancing) kagns

waydaya (Caching) ililududAgyvesszuu Microservices Mifin1sdanisvatauinis

1.7.1. wi9Lazn15v19uves APl Gateway

1. MIAUANEENIS (Routing): APl Gateway YuTNNITANTISIAUNUBIA VRN IngshenkeEkazasAI7e

Huludausnmsiiestos wu mingldvedeyagldanu APl Gateway agdsrnuetiuluds User Service iJusiu




LONAITOMUABENWUUYBNALIS
VRSt 1.0
nsuUastioya (Transformation): luuneass Fvenavnisneunduindusisainisuuasdoyansedngunuuli

asaiuANseIN TRl Wy Msudastoyanin XML u JSON ieauasantunisldeu

N5AIUANNSIERY (Access Control): API Gateway Vnthinsiaaeudvsuazn1sTuTawIAY
(Authentication & Authorization) ve3ffld i asavaeuIndufliiildsuvengavielideudidveluduinig

A9 viliszuuiinnuUasadeanau

nMsinwAuUandie (Security): APl Gateway andnsadan1snisUesiudeanaiumie wu n1sdesiunis
Laufkuy DDoS, M3ld HTTPS ieanAnudedlunisueusnteyaseninnisdoans wasn1331indnsinis

1senlee1u (Rate Limiting) ietasiunisidauiunniiuly

M33ANISUAY (Caching): API Gateway finsifiudeyaiignientdusslunireainudi wieinussansnimlu

nskiuing InelidasdaireludusnIsfun1amnasy YIeannTEnuTeIUINITHIeY

N1smuANNSANE (Load Balancing): APl Gateway ¥38n3¥18AUe MU WLIBINTBUINTANY

dialilnaanisyhaudianuaugauasdiglissuusesfuuinamsldnuiaduldogradiusednsam

N1IATIVAOULAYIATIEI (Monitoring & Analytics): APl Gateway a1113057UTToyan15M69U 19U 31w
ANYB, SEELIAINITNBUNGY, wazadnn1sldiu Foyamalanunsainlulnseiieuiuusuinisuasuily

Yeymneraiatule

1.7.2. dafivasnsld APl Gateway
diuauUaensielviiuseuu: APl Gateway Yaelianunsasiunisianisiuanuasasielilugaies 1wy n1s
IANNTNTATIEABUENS (Authentication), n1sAivuauleuren1sianie (Authorization Policy) 4eanmang

\esansdanAy

Jansnisdeansidudeulddietu: APl Gateway Vimhidugudnarinisdeansiuuinisdes vilin1sdanis

ApLazn1sHIUUAELNI (Routing) WulUsgrairenariisyileu

- a a 1 ° ° T Aa = ]
WHUIZANTNINAIENITUAY: ANYDUINAIUD LYU mauﬂawuﬂ’ﬁLﬂaﬂuLLUaﬁuaﬁJ ﬁquqﬁﬂLLﬂﬁﬁVL'ﬁu API Gatevvay

= a v a v o § v s X
INBANNIILIY ﬂ‘l‘l_l YIUTNITAUNI V]’]GLW53UUL3TU‘L«!

v

5995UNSANaNATU: APl Gateway Yrenszareluanludeuinisnieg wazdivann1syn1sussulanaluszuy

o A a a a
anAnudssaziiatyminaniiuluuisuinig
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5. sawnsnsnaeunsldaulilugadien: Yiglrdnimuamnsansisgeunsldnussuuwuusineud duely

s dymldsings sudnstuiindeyanisldnuivielinseiuazusuugauinste

1.7.3. daiduva9nsly APl Gateway
1. 19u Single Point of Failure: #1n API Gateway \indyywn ssuuismunenaldanunsarinauls daludeied

NNTINHUNITVINULUUEN583 (Redundancy) w3an1snszanensidanuivedeosiudym

2. WUAMNTULUIBITTUL: N1SLL AP Gateway gsilnszuuilassasrsdudounnniu lnsawizidlednisly

NuUIMAUKAIBUTNILAZENIIAUUAUlEUIBE99) INUE

3. ARANAT ALY (Latency): N1SARII0ISRLAABIHIUY APl Gateway neufiagludauinisuaienie e1avi

TiAnauailussuulngiamemniinisuiasdeyavseuasndudou

1.7.4. ns5l49u APl Gateway Tulanass
[ nsdanismisiinfavaneguinislussuy Microservices: APl Gateway elvigldansnsaidifieusnisengg ves
JUUNELATIES VY Microservices LaRTLRALFed 1w Nsidndssuugld 7 APl Gateway @131505UA0

wavdwieluduinisges Wi Usmsnsavaeudinu usnsdnnsteyadld Judu

[ msdanisueundinduiisessuglavaeusvian: wu ssuvdreudseisessossungldmluasuoundindui

\Ju Partner anansarimundvduagnisidniisldunnsneiusinu APl Gateway Liemiuaunsidnda

L] nsdanisnsaiinlussuundvinnanisnfege: wu uvinsildlukeundiaduruu Saas (Software as a

Service) AP Gateway %18N3rA8lankArAIUANUTUIUNITIINES

API Gateway \Judaudfgyluszuu Microservices fivaedanisnisdeansseninedlduaruiniseneg anglusyuu vild
A133ANISASENDeTAuUaense warszuuianudusyidouwazaiuisaUsunsanIuAufeIni1she Wy n1sAIual

nsindie nsudastoya n1sdanisnisuatkazniInszeivian Msld APl Gateway Helin1sdanisseuuvunalveidl

naneusnsiulusgraliusea@nsam

1.8. a@msﬁnmmﬂu‘laﬁ Container, Docker, Microservices a2 APl Gateway w1 1glunns
NAUITZUU

nsld Docker Containers, Microservices, wag API Gateway {Wunwimnsnisiaueundndulugadagiuluuuims
Alasumnudiengann Wesndutieyusulsslunanes a1 neluises Usednsam, mnumiuade, wae AuUaends

Aon1sasUtenveInstduuvnamant:
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1. UszansSnw (Performance)

[ Docker Containers: N34 Docker ¥aglinsimuiuaznisdninauauisanensulddaausenineinig
A199 MldaunsaUszunanateniulan n159nn19iU resource wagn15v818UUIN (scaling) ladneazil
UseAnSamgetu Wesan containers a1unsavitauldvuinIsavansiozonangan mwingeulalaglyl

faaknlulan

[ Microservices: nsuvauaunainduseniiu Microservices aglaninsaiauinazusulsauinisusagsale
281959915 azfuszansain TufesUsunAssuuTanue seuvaIunsaveelanIuAIufeInis (elastic

scaling) wagsasumahnulunategiiniavsed@snies

L] APl Gateway: viwmhdidusananslunisdanisnisifenldauusniseng ves Microservices $a8annnsen1s
FAn15N15WBUREATUTOUTENING microservices wazdigiiuAIUSIlun1TUTEUIaRaNTISISaN APl 52U

aA13n50USUwAINSTE APl laagnadiusyansaim

2. AMUNUENY (Modernization)

[ 71514 Docker uag Microservices aelinsiaunszuvannsausuialdegremaimumaluladivile lée

WISIERRAE Microservice @1un5aldwalulagusaastunanaiulaniuanuangay

] API Gateway vinlsinnsidendoszninausnisedngg aunsavinldludnumezaes “Single Entry Point” 38ufi

ANNATAINIUNITINNITUAL NI NI TEUY

L] wuimmewanfianelsdnifaunananseld C/cD (Continuous Integration / Continuous Deployment) Liiast

waszuulaUssuavaymn Ylraansadmaluladuasiiwesividy wnldnulaegesni

3. anuvasnfy (Security)

| | Docker: Docker Freusnusiazusnisly containers vilinnsdanisansnisdndassenistdarusyuuausayii

vk v a . P Y o v . A Yo o
‘19](5]7]141 mLﬂ@mﬁLﬁ]’wSzUﬁLu container Wuﬂﬂiﬂﬁ’]ﬂ’ﬁﬂfu’]ﬂqm@%aslu container au‘lfﬂ"l/]uw

D Microservices: N1shenusn1saantdu Microservices ‘d’wﬁﬁﬁ’mm‘u%’ﬁa%;gauazaﬂmiLﬁmmﬂmﬂﬁmam‘u

“single point of failure” \aannszuuneneeniudius) Nausaniuaunsdidsliogsinau

[ ] API Gateway: API Gateway ﬁmﬁﬂ‘ﬁ'LﬂuﬁuﬂmﬂumﬁudﬁagaLLazmiLSﬁwﬁa APIs ataglannsaniuny
nmsidnfeniensldanugunisiiaatlsminu (Authentication), N150Ugy 0 (Authorization), n1sUasiunislauf

(Rate Limiting), Wazn13n31vdaaumulannne (Security Auditing)
1314 Docker Containers, Microservices, waz APl Gateway llifiesungnawiiy Uszansaim Tunisiauinasnisens
syuu widdhelumsylisyuuiiany suate warawnsasessumeluladlvaly tdognaienes wiouiamisasnum

AN Uaanse vasszuulsagnaiiused@nsain
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nsdnalulagmariunyiuldlunisiaunssuurilinisaiweundindunsianudanguas, Yiuvenelaniudonis

o

uwagmavaueienuUaensitlueafdvialadueged

1.9. JUABUNISANAITSUU

Yo

deudndudediauiuasidilomds uazszuulndues Linux iWuegiefunnou lonasasuansisnisinmassuuves

U

BMA HRMS uuwaluladroumnuiues dn1syiuddaiugiuves Docker il dnvagnisinauazlinuazeglu

3
v

sULUURgaiu ilanunsadnnisuinmsiinfuiziiatuewaala wenannistdauriuimdudiannsald Portainer

dansuu Web Ul 1 n1sfinasazeglutenansil

bma-hrms

docker workflow

External registry >
. ) EDM Message
Microservice CW=E

Networks(hrms)

luasidluguuuy Web, MS Word w3e PDF 8199¢dn7sUsAudaduussialn, laguiuudanaiu, White space a9 44
91990 5NUN TV INILYOIAIA w3alnWaamsudsaIszuuld n13 Copy/Pate AI5ATIITOUAIINGNFHBIYNATINDY

Wlulgeu lenar391n Markdown wialnaansusvienauiinvesseuuaseg ssdlonainnainioend

1.9.1. Linux VM
w3olealu debian 12 LuULIASEIU ARALEIBA5N1504 Data Center AiaA locale waz Time Zone Mg dmsy

Uszwealne

12
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sudo dpkg-reconfigure locales
sudo timedatectl set-timezone Asia/Bangkok
date

Package configuration

| Configuring locales |
Locales are a framework to switch between multiple languages and allow users to use their
language, country, characters, collation order, etc.

Please choose which locales to generate. UTF-8 locales should be chosen by default, particularly
for new installations. Other character sets may be useful for backwards compatibility with older
systems and software.

Locales to be generated:

en_5G.UTF-8
en_US.UTF-8
en_ZA.UTF-8
en_ZM UTF-8
en_ZW.UTF-8
eo UTF-8

es_AR.UTF-8
es_BO.UTF-8
es CL.UTF-8
es_CO.UTF-8
es_CR.UTF-8

=Cancel=

3114—2L§@fﬂocale
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Package configuration

| Configuring locales |
Many packages in Debian use locales to display text in the correct language for the user. You
can choose a default locale for the system from the generated locales.

This will select the default language for the entire system. If this system is a multi-user
system where not all users are able to speak the default language, they will experience
difficulties.

Default locale for the system environment:

None
C.UTF-8

en_US.UTF-8

th_TH.UTF-8

<Cancel=

U 4-3 locale G??ﬂéfu

1.9.2. finde Docker

Docker mouUULUDIANNIAETELS Aer aua Snwilddewaysanss seafunisvenei awnsafiuadamesiadie way
anunsauSuliendu Kubemates laluaunan dwmsuienansiiazifunisiings Docker Ui debian 12 dwsuuwiulad

(ensnaaeuwiiwli@age docker vu WSL2 nsiasislagazidengliann gileluiuledudnues Docker faae1

Auau Uit NSARAILULEBNIU convenience script Yaaasnsil

sudo apt install curl
curl -fsSL https:./get.docker.com -0 get-docker.sh

sudo sh get-docker.sh
sudo usermod -aG docker user_name
sudo usermod -aG sudo user_name

W user_name megawesnliguaszuu lusiegreazlieglungu docker uar sudo wislyiiansludnnis service

wazlndiinan docker

o @ &
1.9.3. a1d3 Docker Wugu

%
o

AdsiugIures docker g

14
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docker ps # g}iwﬂm«m111nulua§ﬁ§uagﬂuﬁ;uu

docker images  # gswnissumiilszy

docker pull [image_name:tag) # asdumauluszuy

docker network 1ls # uwanssiemsniniinves docker

docker network create network_name|# a¥iuinidinvesdocker

1.9.4. msl¥aulna Docker Compose
1.9.4.1. Docker Compose File finazls?

Docker Compose File LTJiﬂWéﬁﬁgULLUUL‘f’Ju YAML (Infi3elud docker-compose.yml %38 compose.yaml) &gld
FFUNIINUAAILAEIANITAISYINUTEY Nat8ABUWMURS TUlUSNALRetY Yrelrdnimuianusanuuausng

AN NireuUUDIAZABIsY Wi grudeya udswiies uazuinisdug laluiiien
1.9.4.2. Docker Compose File §ilAvilu?

1. dansuimsvangdmeniu Welusiandiivatenoumuiues i g1uteya (MySQL), weundiadu (Node.js),

wazLA3eeLadue) Docker Compose Ax¥iudnnI1snneaeslulnaiien

2. anANFULIUTOIAAT LuTazAedldAas docker run natuATLiOSUABUIIULLDIANGY duTa LTRSS

\Wig (docker-compose up) Litasunnusnisnieuriu

3. MAUAAATULDY @NU1TONUUAALATDYY, NSLTNLEIABULNULLDS, WB3sA, Volume, kay Environment

Variable latulndifen

4. yhlvinsnnniuazdnelusiandietu wes docker-compose.yml ldligauieassan nwindeniimilouiu

leagnadnenne

1.9.4.3. Docker Compose File Tduiiearls?

1. mamseuinslussuuiidudou iwu maksiueundinduiiviedldgutonn Redis uay RabbitMQ Faufiu

2. msakaenageuledes aisannuindeufimiieutiu Production uuAZastinwau

3. M33AS Volume uaz Network fmun Volume dwsuiiudeya uaz Network Litelsiusnnsseg deansifu
4. soefuNTANaTEUY dnansaisuaureuwmuesluksarudnsladielngld docker-compose up —scale

1.9.4.4. foegsveslvla docker-compose.yaml

15
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Jusegrauuudieiieldenu wosia web 198umalusunsy nginx iemlwdlulwawes /html agluusnguupeumnu
Wash /usr/share/nginx/html {Wanasa 9082 vuwnIadlaa dlidimgnani139191u nginx AzisufeLetlaalniu

- I o & ac o v
Lﬂiaﬂi‘vm V]']\?'WUIUL‘L!WL’ﬁﬂ hrms N@31991nN18UdN

msldnuldiduusriweslui htp://IP:9082

services:

web:

image: nginx

volumes:
-/html:usr/sharenginx/html:ro
ports:
-"9082:80"
restart: unless-stopped
networks:
hrms:

networks:

hrms:

external: true

1.9.4.5. mslaeuA1ds docker compose

docker compose ¢ FunBUMULLBTUDY docker vangqdInsouiuld Inean1sAsA19InNg compose.yaml w30
docker-compose.yam! fieglulnlawnesiisandda lunisviawialdifiedesenisldiuagld docker compose 1u

nan Feazdinaang service MTeulilulwd compose
A& docker compose #iugu (fasdilild compose.yaml 138 docker-compose.yaml lulnawnasiiizendnds)

docker compose ps # @mmsservice ﬁﬁnnmg’
docker compose up -d # fﬁmy;nservice i

docker compose up -diservice name|# Gunmmzservice idoimsiunii
docker compose down # HQW!!aﬁﬁUUL%ﬂ]i‘ﬁ;diiNﬂ
docker compose logs # glog woswsimsimiua

docker compose logs -fiservice_name|# glLog ww:service idoms

16
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IawmesTldSunuasslusunsy vsnsanegluidensliazasrenield ~/docker/hrms wagldiialisnde hrms Tu

MsARENTSENININY i biaunsaisenldde service wnu IP Address towiiaudl DNS anelu

docker network create hrms # a%uuingsnhrms
mkdir-p ~docker/hrms # ahrulvlamos

cd ~docker/hrms # inlilulvames

NAFOUN1991191U984 docker Tas19lnaines simple-web flWd compose.yaml @s1elwatnes html wdaaselua

htmU/index.html TulWawmestiuniouiilonisena1ds docker compose up -d

mkdir-p simpleweb/html
cd simple-web
nano compose.yaml # a%dlla compose

nano html/indexhtml # a%wnididudnisunaaon

1.10. Services

nseenuuuldaniilnenssu Microservice agUsznauainyaly Service Wisauduszidsvazuualiaulnanes
apisix(API Gateway), bmahrms-service(3rd Party service), bmahrms(HRMS services)

mkdir-P apisix

mkdir-p bmahrms-service/{edm_config,elasticsearch_config,init_mysql,keycloak_c
onfig,report-server-templates}

mkdir-p bmahrms-service/report-server-templates/{docx,xlsx}

mkdir-p bmahrms

1.10.1. APISIX (API Gateway)

VU901 https, limit, security, load balance,reverse proxy, wag route Tu Microservice naulgarulissan
Tawudu Public IP TiiSeuiesudn Forward Port 80/443 117ita3asil N15a9AI9sazviniiu Web APl Tusiognsagly
curl

mkdir-p apisix/apisix_conf/

nano apisixapisix_conf/configyaml # configuration

nano apisix/compose.yaml # compose file

docker compose up -d
apisix/apisix_conf/config.yaml 1 ulWdaouiinuas APISIX wiA1 put_admin_api_key here, allow_admin 1%
NVPUgERHY

apisix:
node_listen:9080 # APISIX Listening port

17
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enable_ipv6: false

enable_control:true

control:

ip:"0.0.0.0"

port: 9092
deployment:

admin:

allow_admin: # https:mginxorgendocshttpngx_http_access_modulehtml#al Low

- 00000 # We need to restrict ip access rules for security. 0.0.000 1is for te
st.

admin_key:

-name: "admin-

key: put_admin_api_key_here

role: admin # admin:manage all configuration data

etcd:

host: # it's possible to define multiple etcd hosts addresses of the same et
cd cluster.

-rhttp.retcd:2379" # multiple etcd address

prefix:wapisix" # apisix configurations prefix

timeout:30 # 30 seconds
plugin_attr:

prometheus:

export_addr:

ip:"0.0.0.0"

port: 9091

apisix/compose.yaml 9ilaea service §3 apisix 9zdulusunsuman du etcd grudeyauvunszaneds Tddmsuiu
NM3A9AN8Y apisix WiALIsn apisix avtdunisdeanssyninsdeareiiawinu dudaidsn hrms azilunisdeans

32N apisix AULUILNTUANOUDITZUY

services:

apisix:

image: apache/apisix:${APISIX_IMAGE_TAG:-3.9.0-debian}
restart: always

environment:

- TZ-AsiaBangkok

volumes:

18
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-sapisix_conf/configyaml.usr/local/apisix/conf/.configyaml:ro
depends_on:
- etcd
ports:
-"9180:9180/tcp"
-"80:9080/tcp"
-"9091:9091/tcp"
-"443:9443tcp"
-19092:9092/tcp"
networks
hrms:
apisix:
etcd:
image: bitnamietcd:3.5.11
restart: always
volumes:
- etcd_datasbitnamietcd
environment:
ETCD_ENABLE_V2: "true"
ALLOW_NONE_AUTHENTICATION: "yes"
ETCD_ADVERTISE_CLIENT_URLS: "http:./etcd:2379"
ETCD_LISTEN_CLIENT_URLS: "http:/0.0.0.0:2379"
TZ."Asia/Bangkok"
ports:
-"2379:2379/tcp"
networks
apisix:
networks:
hrms:
external: true
apisix:

driver: bridge

volumes:
etcd_data

driver: local

19




LONENSVBANNUADDNLUVTDNAKIS

oSt 1.0
38n15Rns certificate(HTTPS) 1ilo391n989 *bangkok.go.th il intermediate certificate 1311 root CA 523U

intermediate taliniouldiu n15iaa1 APISIX azviniu Web AP 14 curl wag api-key 7igsld

# swintermediate whivcertificate wan

cat star_bangkok.go.th_2024.crt 'GeoTrust TLS RSA CA Glcrt'> star_bangkok.go.th

_2024.ca-bundle

# wlu APISIX

curl http:/127.00.1:9180/apisix/admin/ssls/l \

-H "X-APIKEY:put_admin_api_key_here' X PUT d'

{
ncert :"'+$«cat star_bangkok.go.th_2024.ca-bundle) ',
vkey: '+$cat star_bangkok.go.th_2024 key) ',
"snis:"~bangkok.go.th"

}'

|
o

niin1siem route HIW APISIX @nansanaaeu /1y curl lamedstinswadagegluidedu)

curl https./bma-hrms-id.bangkok.go.th -vvv

1.10.2. 3rd Party(bmahrms-service)

¥ o
Saa v

Tsunsunquiliiwunlag 3rd Party vise Frappet liladlendunuaizasdmiu HRVS gnldlaglusunsuves HRMS(

Wugudoya Liuldsnines 1a1) mssaiazuenuildlanas bmahrms-service n15Andsliin compose.yaml uaz

¥
=]

aauinuldlnawmesilnseusosnauldanu JUswnsuiis1en1sAINag
1.10.2.1. s19m15WUsunsy 3rd Party

[] RabbitMQ (bmahrms-mq) szuudnailunisideanstu Microservice danuineiogs annsasuluannting

Tugrananduqle lnglddesfiunsnensingliddniu wussuunsaaan

(] Keycloak (bmahrms-id) T4d1m5un1s login Tusguu (Identity Server) iloauuasndunisaeansianig

melu sy https 9za319 self-signed certificate Juufiogneiidiony 10 Y

cd bmahrms-service/keycloak_config

openssl genrsa -out keycloakkey 2048

openssl req -new-x509-sha256-key keycloakkey -out keycloak.crt -days 3650
cp keycloakkey keycloak.pem

cat keycloak.crt >> keycloak.pem

cd.
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] Portainer (bmahrms-portainer) s¢uu3nn135 container & Ul Tdeudy anansadsila/An/unly nsineu

YosPUmLsLA wun1sldRIAY docker ledguasEAUaiauIdTldnudLl

] MysQL (bmahrms-postgres) .ugudeyavesszuu Tulrlawes init_mysql/*.sql {ufitiu SQL Script
dwsuasegudeyanisiu sxgnisenldasawsnreusugudeyadudeyandiuvesssuu Wesnlwdfivue

Tngnansussinaglaldluenansil

| Frappet Report Server (bmahrms-report-server) {1 Microservice lddmsuniseansiaau L
Jndusieall domain veasaes Wiy path lulawuidegls hilwdduwuudsadisain MS Word wag Excel

wliillawnesi report-server-template/docx/files.docx, report-server-template/xtsx/files.xlsx

[ MiniO (bmahrms-s3) \Ju Object Storage uWuuifigafiu AWS s3 fiuszansnmesanansasulnanldvtinuas
=] o " @ v x> a Ay < '3
fanudaeadeniniuiessuulianily anunsavenedialaluewen galdlunaessuuiidesnisiulg
Route 2zildu API fiu console NM3¥n route 3¢l9 console agld subfoler https://domain/console Tun1s

o
v

a . M v [ a o .. v O k% < A [
Ansaun production 8133glileeglu node LU hrms uag apisix AstuAse1LduelamuALLNY
[ windmill Suidsnlnadnisvihausalud@ananius nangldiiiesuddsestoya

] Frappet EDM (Enterprise Document Management) \Jussuuinnistenansnelu Usenaulusme

TUsHASUNA8A?

O EDM flusunsuman
O Elasticsearch g1uteyadviionaisiionisAumaiwineuvududou 6191 IP/PORT laifl Route

nMeusn
O Kibana Tu WebUI nM3dnn15 Elasticsearch §i Route Tglamgiinwmun
O RabbitMQ 9an15A297u & Route Tdamztiniamn
O Minio Mifteifiulndsne dwth console iamztinmu
uonmilean compose.yaml dlvanouiinasslua
nano edm_configkeycloak.json
nano elasticsearch_configiconfigyaml

edm_config/keycloak.json

{

"realm-:"EDM-,
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rauth-server-url:: "https:/bma-hrms-id.bangkok.go.th/,

"ssl-required":vexternal-,

"resource":"EDM-V1~,

"public-client": true,

nconfidential-port":0

}

elasticsearch _config/config.yaml

network.host:0.0.0.0
s3.client.default.endpoint: bma-hrms-s3.bangkok.go.th

[] Kibana iy Ul §wu Elasticsearch dmsutiniamanasiadeudn asldain VPN wazidniiénanglumwindy
\eAnudaonss 214 APl ateway ¥ Basic Authentication wag https dmsuiniaunwinu 1y veN
visauindnaeluindu

1.10.2.2. fuUswIngeu 3rd Party service

A3 sALar sTaRTLTe IRe UMD ST L UL IR s ldde Uy - Yiusiay service Ty compose.yaml - wen
sonundulidiiieldsruiunane Service Ald ludredreiiavld Tid sevice.env IFuAdnd st munzay
KEYCLOAK_ADMIN_PASSWORD, KC_DB_PASSWORD, POSTGRES PASSWORD, MINIO_ROOT_PASSWORD
RABBITMQ DEFAULT_ PASS, MYSQL ROOT PASSWORD, MYSQL PASSWORD

docker/bmahrms-service/service.env "~ # Generic TZ= Asia/Bangkok # Keycloak KEYCLOAK ADMIN=admin
KEYCLOAK _ADMIN_PASSWORD=put_keycloak admin_password_here

# Keycloak KC DB=  postgres #KC DB URL=  jdbc: postgresql: / / postgres: 5432/  keycloak
KC DB URL HOST= bmahrms-postgres KC DB URL DATABASE= keycloak
KC DB _PASSWORD=put_keycloak db password here KC_ DB USERNAME=keycloak KC DB SCHEMA=public

# PostgreSQL  ( keycloak) POSTGRES DB= keycloak ~ POSTGRES USER= keycloak
POSTGRES PASSWORD=put_keycloak db password here

# MiniO  MINIO ROOT USER=  admin MINIO_ROOT PASSWORD=  put minio_admin_password_here
MINIO_BROWSER_REDIRECT URL=https://bmahrms-s3.bangkok.go.th/console/

# RabbitMQ RABBITMQ_DEFAULT_USER= admin
RABBITMQ DEFAULT PASS=put _rabbitmqg_admin_password_here

# MySQL MYSQL ROOT PASSWORD= put mysgl admin_password here MYSQL DATABASE= bma_ehr
MYSQL USER=frappet MYSQL PASSWORD=put_mysql_db password here
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#  Elasticsearch & Kibana  xpack. security. enabled= false  discovery. type= single-node

ELASTICSEARCH_HOSTS=http://bmahrms-elasticsearch:9200

# REDIS REDIS PORT= 6379 REDIS DATABASES= 16 ' #### compose.yaml ¥ ® % 3rd Party service
docker/bmahrms-service/compose.yaml 914 docker volume (keycloak data, minio_data %1a) unu file system

(Fregnounth) eusyansnmgsanilunnfuvieyaiiinindousiuves
T9AA1 PUBLIC_KEY MINIO ACCESS KEY,MINIO SECRET KEY, ipaddress_bma_hrms_id Tvinunga

networks:

hrms:

external: true

#clear all volume:docker volume rm $docker volume Ls -q | grep bmahrms.service)

# clear one volume docker volume rm bmahrms-service_mysql_data

volumes:

keycloak_data:

minio_data: {}

rabbitmg_data:

elasticsearch_data:

postgres_data:

mysql_data:

kibana_data:

services:

bmahrms-id:

image: quay.iokeycloak/keycloak:22.0.0
restart: unless-stopped
env_file:"service.env"

depends_on:
- bmahrms-postgres

volumes:
-ietc/localtimesetc/localtime:ro
- keycloak_data.opt/keycloakidata
-./keycloak_config:keycloak_config:ro
command:
- start-dev
--features=token-exchange

--https-certificatefile-keycloak_configkeycloak.crt

~-https-certificate-key-file-keycloak_configkeycloakpem
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--http-enabled=true

networks:

- hrms
bmahrms-postgres:

image: postgres:15.3

restart: unless-stopped
env_file:"service.env"

volumes:

- postgres_datasvar/libpostgresql.data
networks:

- hrms
bmahrms-s3:

image: miniominio:RELEASE.2024-07-16T23-46-41Z
env_file:"service.env"
# mem_Limit:1g~

restart: unless-stopped

command: server /data -console-address 9001

volumes:

- minio_data.data

networks:

- hrms

bmahrms-mq:

image: rabbitmg:3-management-alpine
env_file:"service.env"
mem_limit:-1g~

restart: unless-stopped

ports:

- 5672:5672

# -9122:15672 # UI

volumes:

- rabbitmqg_datasvar/lib/rabbitmq,
networks:

- hrms
bmahrms-mysql.:

image: mysql:8.0.17

env_file:"service.env"
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command: [-max_connections=5000"|
restart: unless-stopped

ports:

-"9123:3306"

volumes:

- mysql_datasvar/1ibmysql
-sinit_mysql.docker-entrypoint-initdb.d:ro
networks:

- hrms
bmahrms-report-server:

image: docker.frappet.comdemorreport-server:latest
restart: unless-stopped

mem_limit: 1000m

volumes:

-/report-server-templates.apptemplates

networks:

- hrms

bmahrms-elasticsearch:

image: docker.frappet.comcoreelasticsearch-icu:8.14.3
env_file:"service.env"

mem_limit: 4g"

volumes:

- elasticsearch_datasusr/shareelasticsearch/data

-selasticsearch_configiconfigyaml:.usr/shareelasticsearchiconfigelasticsearchy
ml

restart: unless-stopped

# disable below ulimits 1if run inside LXC

ulimits:

memlock:

soft:-1

hard:-1

networks:

- hrms

bmahrms-kibana:

image: docker.elastic.cokibanakibana:8.14.3
env_file:"service.env"

depends_on:
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- bmahrms-elasticsearch
volumes:
- kibana_data:usr/sharekibanadata
ports:
- 2130:5601
restart: always
networks:
- hrms
bmahrms-edm:
image: docker.frappet.comedmcore
restart: unless-stopped
volumes:
-,edm_configkeycloak.jsonvapp/static/keycloak.json:ro
environment:
- PUBLIC_KEY=put_realm_edm_public_key_here
- REALM_URL=https:/bma-hrms-id.bangkok.go.th/,realms/EDM
- PREFERRED_AUTH-online
- MANAGEMENT_ROLE-doc-management
- MINIO_HOST-bmahrms-s3.bangkok.go.th
- MINIO_PORT-=443
- MINIO_SSL-true
- MINIO_ACCESS_KEY=-put_minio_access_key_here
- MINIO_SECRET_KEY=-put_minio_secret_key_here

# Bucket notification event needed to be configured
# Can use prepare script to create bucket
- MINIO_BUCKET=edm

- ELASTICSEARCH_PROTOCOL=http
- ELASTICSEARCH_HOST-bmahrms-elasticsearch
- ELASTICSEARCH_PORT=9200

# Can use prepare script
- ELASTICSEARCH_INDEX-edm-index

- AMQ_URL-amgp:7admin:put_rabbitmq_admin_password_here@bmahrms-mq:5672
- AMQ_QUEUE-edm

- NODE_TLS_REJECT_UNAUTHORIZED-false

extra_hosts:

- bma-hrms-id.bangkok.go.th:ipaddress_bma_hrms_id

depends_on:

26




LONENSVBANNUADDNLUVTDNAKIS

oSt 1.0
- bmahrms-postgres

networks:

- hrms

bmahrms-portainer:

image: portainer/portainer-ce:2.20.3
volumes:

- portainer_data.data
-var/runidocker.sock:var/runidocker.sock
restart: unless-stopped

networks:

- hrms

v o & o M o I a [ ¥ . LY ' X a ¥ ¥ ¥ a
Fuidsdsiludmegasenldauane Keycloak a¢ld 2 service frsgilavisenldgrudeyaudinssisenldlusunsy

keycloak

docker compose up -d bmahrms-postgres
docker compose up -d bmahrms-id

1.10.2.3. Route 984 3rd Service
# Keycloak Route
curlhttp:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d’
{

»id": "bmahrms-id-,
vhost": "bma-hrms-id.bangkok.go.th,
murie; v,
rupstream:: {
»scheme: "https",
~type": "roundrobin-,
"nodes": {
"bmahrms-id:8443":1

}
}
}'
# Portainer route
curl http:/127.0.0.1:9180/apisix/admin/routes-\

-H "X-APIKEY:put_admin_api_key here"-X PUT d'
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vid": "bmahrms-portainer-,
vhost": "bmahrms-portainer.bangkok.go.th",
murie; v,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-portainer:9000-: 1

}
}
3
# Report Server Route
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT -d'
{
vid": "bmahrms-report-server-,
vhosts": ['bma-hrms.bangkok.go.th", "bma-hrms-user.bangkok.go.th,
ruris":wapinvlreport-templates,
rupstream:: {
~type": "roundrobin-,
vnodes: {
"bmahrms-report-server:80:1

}
}
3

# Mini0 Rote
curl http:/127.0.0.1:9180/apisix/admin/routes-\

-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{
»id": "bmahrms-s3-,
vhost: "bma-hrms-s3.bangkok.go.th-,
mupdn; v,
rupstream:{
~type": "roundrobin-,
vnodes: {

"bmahrms-s3:9000: 1
}
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# Health test
curl-k-I https:/bma-hrms-s3.bangkok.go.thminio/health/live

# MiniO Console Route
curlhttp:/127.0.0.1:9180/apisix/admin/routes-\

-H "X-APIKEY:put_admin_api_key_ here"-X PUT -d'
{
vid":."bmahrms-s3-console-,
~host": "bma-hrms-s3.bangkok.go.th,
"urivconsoles,
venable_websocket": true,
"plugins-: {
"proxy-rewrite-: {
"regex_uri-:"~/console/ ", /$1"

}
}s

rupstream:: {
~type": "roundrobin-,
vnodes: {
"bmahrms-s3:9001": 1
}
}
}'
# EDM Route
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d’
{
»id": "bmahrms-edm-,
vhost: "bma-hrms-edmbangkok.go.th-,
mupdie; e,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-edm:80: 1

}
}
3

# Kibana Route
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curlhttp:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{
»id": "bmahrms-kibana-,
vhost": "bma-hrms-kibana.bangkok.go.th,
mupdn: v,
"plugins": {
"basic-auth-: {}
s

rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-kibana:5601": 1

}
}
}'
# Kibana Basic Authentication
curl http:/127.0.0.1:9180/apisix/admin/consumers \
-H 'X-APIKEY:put_admin_api_key_here'-X PUT d'
{
"username: "admin-,
"plugins: {
"basic-authr: {
“username-: "admin-,

vpassword": "kibana-password-here-

}

1.10.3. BMA HRMS
suUTIwaLie HRMS Tasianie 2zil 3 Tld
[ | be.env Armaufinues Backend
[ feenv armouiinues Frontend

[] compose.yaml AauAnYas Docker

TUswnsu Frntend Wudiuvasvtiyiuiieldau
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bmahrms Aulwddmu Officer

bmahrms-user Yuled svuuuinisidnvestoya
bmahrms-admin sguu Admin

bmahrms-checkin Wules syuvasaa

brmahrms-publish VUl iweunsHasu
bmahrms-candidate-register ulwddwiusuatiasaaudnidan

bmahrms-qualifying-exam-cms Viuladguddayanisassmynnarengamnumuas(CMS)

N A Y N B B

bmahrms-manual s¥uueile
[] bmahrms-faq Vules FAQ

[] bmahrms-logs-n-backup Backup and Logs

lUsunsu Backend gnisenlylag Frontend 8nil

[] bmahrms-report

[ ] bmahrms-recruit
bmahrms-insignia
bmahrms-recruit-exam
bmahrms-org-employee
bmahrms-placement
bmahrms-retirement
bmahrms-report-v2
bmahrms-probation
bmahrms-command
bmahrms-discipline
bmahrms-evaluation

bmahrms-leave

O 0O O -0Oo0O0-4d-do0go0g

bmahrms-org
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[] bmahrms-salary
[] bmahrms-development

L] bmahrms-kpi
1.10.3.1. fauUswanaauwed BMA HRMS (Frontend)

docker/bmahrms/fe.env

WAGWUS VITE_CLIENTSECRET KEYCLOAK KC_SERVICE_ACCOUNT SECRET

# Frontend Global
TZ-Asia/Bangkok

VITE_COMPETITIVE_EXAM_PANEL-https:./bma-hrms-dashboard.bangkok.go.th/goto/KOOGpSu4z?
orgld-1
VITE_QUALIFY_DISABLE_EMAM_PANEL-https:/bma-hrms-dashboard.bangkok.go.th/goto/dQQzpI
X4z?orgld-1
VITE_QUALIFY_EXAM_PANEL-https:/bma-hrms-dashboard.bangkok.go.thigoto/cjlZtIX4z?orgl
d-1

VITE_S3CLUSTER_PUBLIC_URL-https:/bma-hrms-s3 bangkok.go.thbma-ehr-fptiorganizationss
trueture/

VITE_REALM_KEYCLOAK-bma-ehr

VITE_URL_KEYCLOAK=https:/bma-hrms-id.bangkok.go.th
VITE_CLIENTID_KEYCLOAK:"gettoken"

VITE_CLIENTSECRET_KEYCLOAK: put_client_secret_keycloak_here
VITE_API_REPORT_URL-=https:/bma-hrms.bangkok.go.th/apivlreport-template

# wouwswaau

VITE_API_PUBLISH_URL-https:/bma-hrms-publish.bangkok.go.th

# Admin
VITE_API_URI_CONFIG-=https:/bma-hris.bangkok.go.thapivi

KC_URL=https:/bma-hrms-id.bangkok.go.th

KC_REALM=bma-ehr

KC_SERVICE_ACCOUNT_CLIENT_ID-bma-ehr-dev
KC_SERVICE_ACCOUNT_SECRET-put_service_account_secret_here
MANAGEMENT_ROLE-storage_management

1.10.3.2. fauuswanaauwed BMA HRMS (Backendend)

docker/bmahrms/be.env
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TR SR B N T B DB_PASSWORD,AUTH_PUBLIC_KEY, MINIO_KEY, MINIO_SECRET,
STORAGE SECRET,KC_SERVICE ACCOUNT SECRET,REDIS HOST,KEYCLOAK KEY,AUTH PUBLIC_KEY, PUBLIC_KEY

AB3 public key 909 keycloak Tdnunaingiuil

Public key x

MIIBIJANBgkghkiGEwOBAQEFAAQCAQBAMIIBCgKCAQEASCYRXmxR
eMsklkTC2wsBMVA+tSIxLalkaN7PVIE+LugqO8gwAxgrE2+T2eRoseCD)j
rvG7iFZKI3ROrNNmhetEteSmXTPkyl3wP7QI4VCBKzF FfxICwjDzNv5Ib
tjObzLxPalidjG/ExOFMaQR+Yt5EAL/liB40agxiKb2agJy/z+/Ob7Q0//d
EaCIDDFp5QnsiYx/vCXPKN+2aGwwBtirAP2KOpflY6bMVdJo7Msg2l6
nRhGMPKPBE4HV)ynWUTYSs31sFspdgpnyQeasDujgzK4wYinoExXOced
0OrNQB2AzcovCloDWKOfp3HOBrbbyXtdcDDKCanYphNvYseWaCGgwlD
AQAB

Cancel

# Backend Global
TZ-AsiaBangkok

ASPNETCORE_ENVIRONMENT-Development

APP_H0ST-0.0.0.0

APP_PORT-80

HOST-0.0.0.9

PORT-80

DB_HOST-bmahrms-mysql

DB_PORT-3306

DB_USERNAME-=root

DB_NAME-bma_ehr_organization_demo

DB_PASSWORD-DB_PASSWORD
AUTH_REALM_URL-https:/bmahrms-id.bangkok.go.th/,realms/bma-ehr
AUTH_PUBLIC_KEY-MIIBIjANBgkqhkiGO9w@BAQEFAAOCAQS8AMIIBCgKCAQEAKOrQxwoFeJE5TPXeS
GL8IRDYVEL10zmBuywNAzsL9vdcDUrjRA+OcfplpwLxXbNPacIgVmP1G+Cf3Steyp5ZeYAGL3u/MRH
hUZA1tRbJ9sT+i/JzubmJCs9uF2pV9dLyT6kP7ZjKXmFBzHcXTS/GZMRtz8HZjB6ZzegFtV20IrQq4+
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z04B1zIAI6vaZfKn/IrTjJEbtiORQcqWfI1dE918SQvZHzi3Upgn+OBopSRCrF7z3a7FEjYI1Vny42

£5dBUcAmMDDX0KqoIN@9ArYchWkibDGvfpVarsclodptAGKwLuIDwWDMmOT9cnBUcBzWKNkwpQD3LvydO
FVIRBqQHAOr{fEQIDAQAB
AUTH_PREFERRED_MODE-online

API-https:/bma-hrms.bangkok.go.thapivil,
SECRET_KEY-put_secret_key_ here
MINIO_HOST-https:/bmahrms-s3.bangkok.go.th
MINIO_PORT-9000

MINIO_ACCESS_KEY-MINIO_KEY
MINIO_SECRET_KEY-MINIO_ SECRET
MINIO_BUCKET-bma-ehr-fpt
API_URL-=https:./bmahrms.bangkok.go.th/apivi
STORAGE_URL-=https:/bmahrms-edmbangkok.go.th/api
STORAGE_REALM_URL=https:/edm-id.bangkok.go.th/,realms,EDM
STORAGE_SECRET-put_storage_secret_here
KC_URL=https:/bmahris-id.bangkok.go.th
KC_REALM-bma-ehr
KC_SERVICE_ACCOUNT_CLIENT_ID-bma-ehr-dev
KC_SERVICE_ACCOUNT_SECRET-put_account_secret_here
MANAGEMENT_ROLE-storage_management
REDIS_HOST-=192.168.1.81

REDIS_PORT=6379

KEYCLOAK_URL-=https:/bma-hrms-id.bangkok.go.th/,realms,bma-ehr
KEYCLOAK_KEY=CNnpzJkwbk7jvI5Lb6gP5_OkOWpDJJI56Mn@aD55Bd5E
KEYCLOAK_REALM-bma-ehr

PUBLIC_KEY-MIIBIjANBgkqhkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAVYgOZIVvH6HENOZzYyPp7PCVvY
3bJwD9WdsNn6gZbuvIfqlQZ8iSH1tOp3fgODO/fqwcj9UFeh1bVFOSjulW+IpnPehROqzt81KN19zLL
NXoN4LimReQHaMM3dU7DCbRy1gVCouIDvObyjg8G+Cy51ZvFKWymDPwGVpSdbvDZ183qxq2dp7GIX
S8PhOVA:MB1K009,jW5pBTUWNArLjoFccr+gIYIiOolDg2rYyIF3fDkwyWkuxr6xRt10+BRIytselwy,
18kbDuJxVPaapdgTXI6wLzx7HWcDk30n5EvhIEumnIPpRst8gucqNYmB4MH+vsyoxV5WLuUO3gmVRz

FbtAppRQIDAQAB
REALM_URL-=https:/bmahrms-id.bangkok.go.th/realms/bma-ehr

PREFERRED_MODE-online
PREFERRED_AUTH-online
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ELASTICSEARCH_PROTOCOL-http
ELASTICSEARCH_HOST-bmahrms-elasticsearch
ELASTICSEARCH_PORT=9200
ELASTICSEARCH_INDEX-bma-ehr-log-index

1.10.3.3. compose.yaml 983 BMA HRMS

148 93U Backend uag Frontend docker/bmahrms/compose.yaml

i Backend wag Frontend

networks:
hrms:
external:true
services:
# Start Frontend Section
# ovlwidmsu Officer
bmahrms:
container_name: bmahrms
image: docker.frappet.comehr/bma-ehr-app:latest
restart: always
env_file: fe.env"
ports:
-v6021:80"
networks:
- hrms
# vlyddmivsuainsaousaden
bmahrms-candidate-register:
image: docker.frappet.comehr/bma-ehr-recruit-exam:latest
container_name: bmahrms-candidate-register
env_file: fe.env"
restart: always
environment:
VITE_API_URI_CONFIG: "https:/bmahrms.bangkok.go.th/api-
VITE_CLIENTID_KEYCLOAK: bma-ehr-exam-vue3-
ports:
-6022:80"

networks:

LONENSVBANNUADDNLUVTDNAKIS
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- hrms

# dulwdguitoyamsassmuynnavesngunnuniuasCMS)

# CMS szuvaiinsaey
bmahrms-qualifying-exam-cms:

image: docker.frappet.comdemoqualifying-exam-cms:latest
container_name: bmahrms-qualifying-exam-cms

restart: always

env_file: fe.env"

ports:

-"6023:80"

environment:
API_CMS_URL:https:/bmahrms.bangkok.go.thapivl/cms"
API_QUALIFYING_URL: https:/bmahrms.bangkok.go.thapivl/cms"
API_COMPETITIVE_URL: https:/bmahrms.bangkok.go.thapivl/recruit:
PUBLIC_URL_REGISTER_QUALIFY_EXAM: https./bmahrms-apply.bangkok.go.th-
networks:

- hrms

# szuvgile
bmahrms-manual:

image: docker.frappet.comehr/bma-ehr-manual:latest
container_name: bmahrms-manual

restart: always

env_file: “fe.env"

ports:

-"6024:80"

networks:

- hrms

# ulad szuvuSmsdvesdona
bmahrms-user:

image: docker.frappet.comehr/bma-ehr-user:latest
container_name: bmahrms-user

restart: always

env_file: fe.env"

ports:

-"6025:8087"

networks:
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- hrms
# vlod szyvaana
bmahrms-checkin:
image: docker.frappet.comehr/bma-ehr-checkin:latest
container_name: bmahrms-checkin
restart: always
env_file: "fe.envr
ports:
-"6026:80"
networks:
- hrms
# vlad weuwswaau
bmahrms-publish:
image: docker.frappet.comehr/bma-ehr-publish:latest
container_name: bmahrms-publish
restart: always
env_file: fe.env"
ports:
-"6027:80"
environment:
VITE_API_URI_CONFIG: https:/bmahrms.bangkok.go.thapinvi
VITE_API_PUBLISH_URL: https:/bmahrms.bangkok.go.thapivlevaluation-
networks:
- hrms
# 5vlod FAQ
bmahrms-faq:
image: docker.frappet.comehr/bma-ehr-faqg:latest
container_name: bmahrms-faq
restart: always
env_file: “fe.env"
ports:
-"6028:80"
networks:
- hrms
# szuyAdmin

bmahrms-admin:
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container_name: bmahrms-admin
image: docker.frappet.comehr/bma-ehr-admin:latest
env_file: fe.env"
restart: always
ports:
-"6029:8086"
environment:
VITE_CLIENTID_KEYCLOAK: "HRIS_ADMIN"
VITE_API_URI_CONFIG: https:/bma-hrms.bangkok.go.thapivir
KC_REALM: "bma-ehr"
KC_SERVICE_ACCOUNT_CLIENT_ID: bma-ehr-dev-
KC_SERVICE_ACCOUNT_SECRET: "f2mp7Xj4nz6gbgITve9I7AHXZI8dRhOd"
MANAGEMENT_ROLE: "storage_management-
networks:
- hrms
# Backup and Logs
bmahrms-logs-n-backup:
container_name: bmahrms-logs-n-backup
image: docker.frappet.comehr/bma-ehr-log-backup:latest
restart: always
env_file: fe.env"
ports:
- 6030:3000
environment:
- KC_REALM_URL-=https:/bma-hrms-id.bangkok.go.th/,realms,bma-ehr
- ELASTICSEARCH_PROTOCOL=http
- ELASTICSEARCH_HOST=192.168.1.40
- ELASTICSEARCH_PORT=9200
- ELASTICSEARCH_INDEX-bma-ehr-log-dotcom-index
- APP_HOST-0.0.0.0
- APP_PORT-3000
- WINDMILL_URL-=http:/host.docker.internal:20001
- WINDMILL_WORKSPACE=bma-ehr
- WINDMILL_BACKUP_FLOW_PATH-f/flowfull_backup_s3_mysql
- WINDMILL_RESTORE_FLOW_PATH-f/flowfull_restore_s3_mysql
- WINDMILL_BACKUP_DELETE_SCRIPT_PATH-f/flowdelete_backup_s3_mysql
- WINDMILL_BACKUP_LIST_SCRIPT_PATH-fflowlist_backup_s3_mysql
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- WINDMILL_API_KEY-I843JmwwcRKOUuMnE1DkTBRjiK16yzkXM

- DB_HOST="bma-mysql-ehr

- DB_PORT=3306

- DB_USERNAME=root

- DB_PASSWORD=-adminVM123

- DB_LIST-bma_ehr,bma_ehr_development,bma_ehr_discipline,bma_ehr_evaluation,
bma_ehr_exam,bma_ehr_history,bma_ehr_kpi,bma_ehr_leave,bma_ehr_organization,b
ma_ehr_probation,bma_ehr_salary,bma_ehr_support,bma_recruit

- MAIN_MINIO_USE_SSL-true

- MAIN_MINIO_HOST-bma-hrms-s3.bangkok.go.th

- MAIN_MINIO_PORT=443

- MAIN_MINIO_ACCESS_KEY-put_minio_access_key_here

- MAIN_MINIO_SECRET_KEY-put_minio_secret_key_here

- MAIN_MINIO_ BUCKET-bma-ehr-fpt

- BACKUP_MINIO USE_SSL-true

- BACKUP_MINIO_HOST-bma-hrms-s3.bangkok.go.th

- BACKUP_MINIO_PORT=443

- BACKUP_MINIO_ACCESS_KEY=-put_backup_minio_access_key_here
- BACKUP_MINIO_SECRET_KEY-put_backup_minio_secret_key_here
- BACKUP_MINIO_BUCKET-bma-ehr-fpt-backup-dotcom

extra_hosts:

- host.docker.internal:host-gateway

networks:

- hrms

# End Frontend Section

# Start Backend Section
bmahrms-report:

image: docker.frappet.comehr/bma-ehr-report-service:latest
container_name: bmahrms-report
env_file: "be.env"
restart: always
# ports:
# .7020:80"
volumes:
-.mwwroot.appmwwwroot

-sappsettings-report.json.appappsettings.json
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-sappsettings-report.json.appappsettings.Development.json
networks:

- hrms

bmahrms-recruit:
container_name: bmahrms-recruit
image: docker.frappet.comehr/bma-ehr-recruit-service:latest
restart: always
env_file: "be.env"
# ports:
# .17021.80"
volumes:
-.mwwroot/appmwwwroot
-sappsettings-recruit.json.app/appsettings.json
-sappsettings-recruit.json.appappsettings.Development.json
networks:

- hrms

bmahrms-insignia:
image: docker.frappet.comehr/bma-ehr-insignia-service:latest
container_name: bmahrms-insignia
restart: always
env_file: "be.env"
# ports:
# -n7022.:80"
volumes:
-.mwwroot.appwwwroot
-sappsettings-combine.json:app/appsettings.json
-sappsettings-combine.json:appappsettings.Development.json
networks:

- hrms

bmahrms-recruit-exam:
image: docker.frappet.comehr/bma-ehr-recruit-exam-service:latest
container_name: bmahrms-recruit-exam

restart: always
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env_file: "be.env"
# ports:
# -7023:80"
volumes:
-.mwwroot.appwwwroot
-sappsettings-recruit-exam.json.app/appsettings.json
-sappsettings-recruit-exam.jsonapp/appsettings.Development.json
networks:
- hrms

bmahrms-org-employee:
image: docker.frappet.comehrbma-ehr-org-employee-service:latest
container_name: bmahrms-org-employee
restart: always
env_file: "be.env"
# ports:
#  -17024.80"
volumes:
- /mwwroot:appwwwroot
-sappsettings-combine.json:app/appsettings.json
-sappsettings-combine.json:app/appsettings.Development.json
networks:

- hrms

bmahrms-placement:
image: docker.frappet.comehr/bma-ehr-placement-service:latest
container_name: bmahrms-placement
restart: always
env_file: "be.env"
# ports:
# -7025.80"
volumes:
-.mwwroot.appwwwroot
-sappsettings-combine.json:app/appsettings.json
-sappsettings-combine.json.appappsettings.Development.json
networks:
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bmahrms-retirement:
image: docker.frappet.comehrbma-ehr-retirement-service:latest
container_name: bmahrms-retirement
restart: always
env_file: "be.env"
# ports:
# -7026:80"
volumes:
-.mwwrootappmwwwroot
-sappsettings-combine.json:app/appsettings.json
-sappsettings-combine.json:.appappsettings.Development.json
networks:

- hrms

bmahrms-report-v2:
image: docker.frappet.comehr/bma-ehr-report-v2-service:latest
container_name: bmahrms-report-v2
restart: always
env_file: "be.env"
# ports:
# -n7027:80"
volumes:
-.mwwroot.appwwwroot
-sappsettings-report-v2.jsonsapp/appsettings.json
-sappsettings-report-v2.json.app/appsettings.Development.json
networks:

- hrms

bmahrms-probation:

image: docker.frappet.comehr/bma-ehr-node-service:latest
container_name: bmahrms-probation

restart: always

env_file: "be.env"

# ports:
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# -17028:80"
environment:
DB_NAME: "bma_ehr_probation-
networks:

- hrms

bmahrms-command:
image: docker.frappet.comehr/bma-ehr-command-service:latest
container_name: bmahrms-command
restart: always
env_file: "be.env"

# ports:

# -77029:80"
volumes:
-.mwwroot.appwwwroot
-sappsettings-combine.json:app/appsettings.json
-sappsettings-combine.json.appappsettings.Development.json
networks:
- hrms

bmahrms-discipline:
image: docker.frappet.comehr/bma-ehr-discipline-service:latest
container_name: bmahrms-discipline
restart: always

# env_file: beenv~

# ports:

# -77030:80~
volumes:
-.mwwroot.appwwwroot
-sappsettings-combine.json:app/appsettings.json
-sappsettings-combine.json.appappsettings.Development.json
networks:

- hrms

bmahrms-evaluation:

image: docker.frappet.comehr/bma-ehr-evaluation-service:latest
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container_name: bmahrms-evaluation
restart: always
env_file: "be.env"
# ports:
# -v7031.80"
environment:
DB_NAME: "bma_ehr_evaluation-
networks:
- hrms

bmahrms-leave:
image: docker.frappet.comehr/bma-ehr-leave-service:latest
container_name: bmahrms-leave
restart: always
env_file: "be.env"
# ports:
# -17032.80"
volumes:
- /mwwroot:appwwwroot
-sappsettings-combine.json:app/appsettings.json
-sappsettings-combine.json:app/appsettings.Development.json
networks:

- hrms

bmahrms-org:
image: docker.frappet.comehr/bma-ehr-org-service:latest
container_name: bmahrms-org
restart: always
env_file: "be.env"
# ports:
# -77033:80"
environment:
DB_NAME: "bma_ehr_organization-
networks:

- hrms
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bmahrms-salary:
image: docker.frappet.comehr/bma-ehr-salary-service:latest
container_name: bmahrms-salary
restart: always
env_file: "be.envr
# ports:
#  -v7034.80"
environment:
DB_NAME: "bma_ehr_salary"
networks:
- hrms

bmahrms-development:
image: docker.frappet.comehrbma-ehr-development-service:latest
container_name: bmahrms-development
restart: always
env_file: "be.envr
# ports:
# -v7035.80"
environment:
DB_NAME: "bma_ehr_development"
networks
- hrms

bmahrms-kpi:
image: docker.frappet.comehr/bma-ehr-kpi-service:latest
container_name: bmahrms-kpi
restart: always
env_file: "be.env"
# ports:
# -»7036:80"
environment:
DB_NAME: "bma_ehr_kpi~
networks
- hrms
# End Backend Section
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1.10.3.4. Route v89 BMA-HRMS frontend
Tawudimdundilusunsuasidad bmahrms. bangkok. go.th,bmahrms-user. bangkok. go. th,bmahrms-
admin. bangkok. go. th,bmahrms-checkin. bangkok. go. th,omahrms-recruiting. bangkok. go. th,bmahrms-
exam.bangkok.go.th afiasadne route Tmssiumiauildens Tud methods GET

curlhttp:/127.0.0.1:9180/apisix/admin/routes\

-H "X-APIKEY:put_admin_api_key_here"-X PUT d'
{

»id": "bmahrms-,
»methods": ["GET"],
vhost": "bma-hrms.bangkok.go.th",
murie; e,
wupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms:80:1

}
}
}

curl http:/127.0.0.1:9180/apisix/admin/routes-\

-H "X-APIKEY:put_admin_api_key here X PUT d'’
{

vid"."bmahrms-user-,

»methods": "GET"],

vhost": "bma-hrms-user.bangkok.go.th-,
mupdn; v,
rupstream:: {

»type": "roundrobin-,

vnodes: {

"bmahrms-user:80-: 1

}
}
3
curl-http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key_ here"-X PUT -d'
{

»id": "bmahrms-admin-,
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vmethods": ["GET"],
vhost": "bma-hrms-admin.bangkok.go.th-,
murie: e,
rupstream:: {
~type": "roundrobin-,
vnodes: {
vbmahrms-admin:80-: 1

}
}
3
curlhttp:/127.0.0.1:9180/apisix/admin/routes\
-H "X-APIKEY:put_admin_api_key_here"-X PUT d'
{

»id": "bmahrms-checkin-,
'methods": ["GET"],
vhost: "bma-hrms-checkinbangkok.go.th",
murie; e,
rupstream:: {
~type": "roundrobin-,
vnodes: {
"bmahrms-checkin:80": 1

}
}

3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d’
{

vid":"bma-hrms-recruiting-,

vmethods": ["GET"],

vhost": "bmahrms-recruitingbangkok.go.th,
murie; v,

rupstream:: {

~type": "roundrobin-,

"nodes": {

"bmahrms-recruiting:80-:1

}
}
3
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Faq and Manual tu Micro Frontend tuwiingeevaslamundn - Fag: /faq - Manual: /manual

curlhttp:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{

»id":"bmahrms-faq-,
vhost: "bma-hrms.bangkok.go.th",
wurin: vfaqq,
"plugins": {
"proxy-rewriter: {
rregex_urir: rFagin, sl

}
}s

rupstream:: {

~type": "roundrobin-,
vnodes: {
"bmahrms-faq:80:1

}
}
}l

curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{

»id": "bmahrms-manual-,
vhost: "bma-hrms.bangkok.go.th,
“urir: »manualsr,
"plugins: {
"proxy-rewrite: {
rregex_urir:~manualisr, v$1m

}
}s

rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-manual:80-: 1

}
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1.10.3.5. Route 999 BMA-HRMS backend

Route ¥84 APl agagluguuuy domain/api/vl/*

curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key_here"-X PUT d'
{
»id": "hrms-backend-org",
vhost": "bma-hrms.bangkok.go.th",
rurivwapivlorgs.,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-org:80: 1
}
}
3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{
»id":"hrms-backend-recruit-,
vhost": "bma-hrms.bangkok.go.th",
rurivvwapivlrecruits .,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-recruit:80-:1

}
}

}'
curlhttp:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here X PUT d'
{

»id": ~hrms-backend-report-,

vhost: "bma-hrms.bangkok.go.th",

"uri:wapivlreport; .,

rupstream:: {
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~type": "roundrobin-,

"nodes": {
bmahrms-report:80:1

}
}
3
curlhttp:/127.0.0.1:9180/apisix/admin/routes\
-H "X-APIKEY:put_admin_api_key_here"-X PUT d'
{
»id":vhrms-backend-insignia-,
vhost": "bma-hrms.bangkok.go.th",
rurivwapivl/insigniasr,
rupstream:: {
~type": "roundrobin-,
vnodes: {
"bmahrms-insignia:80":1
}
}
3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d’
{
»id". "hrms-backend-recruit-exam-cms-,
vhost": "bma-hrms.bangkok.go.th",
ruriv wapivlicms/r,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-recruit-exam:80:1

}
}

}l

curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT -d’
{

vid": "hrms-backend-recruit-exam-candidate-,
vhost": "bma-hrms.bangkok.go.th",

“uri:vapivl/candidate;,
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rupstream:: {
~type": "roundrobin-,
"nodes": {

vbmahrms-recruit-exam:80-: 1
}
}
3
curlhttp:/127.0.0.1:9180/apisix/admin/routes\
-H "X-APIKEY:put_admin_api_key_here"-X PUT d'
{
»id":"hrms-backend-org-employee",
vhost": "bma-hrms.bangkok.go.th",
“uri vapivlorganization-employee/,
rupstream:: {
~type": "roundrobin-,
vnodes: {

vbmahrms-org-employee:80:1
}
}
3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d’
{
»id": ~hrms-backend-placement-,
vhost": "bma-hrms.bangkok.go.th",
ruri:wapivlplacement/,
rupstream:: {
~type": "roundrobin-,
"nodes": {
bmahrms-placement:80-:1

}
}
3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d’
{

»id": "hrms-backend-retirement-,

vhost": "bma-hrms.bangkok.go.th",
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wurir:vapivlretirement;,
rupstream:: {
~type": "roundrobin-,
vnodes: {
"bmahrms-retirement:80":1

}
}
3
curlhttp:/127.0.0.1:9180/apisix/admin/routes\
-H "X-APIKEY:put_admin_api_key_here"-X PUT d'
{

»id":"hrms-backend-report-v2-,
vhost": "bma-hrms.bangkok.go.th",
rurivapiv2report; .,
rupstream:: {
~type": "roundrobin-,
vnodes: {
"bmahrms-report-v2:80-:1

}
}
3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT -d’
{

»id": ~hrms-backend-probation-,
vhost: "bma-hrms.bangkok.go.th",
ruriv:wapivlprobation;,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-probation:80:1

}
}
3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d'’
{

»id": "hrms-backend-command-,
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vhost": "bma-hrms.bangkok.go.th",

“urir:vapivlorder/.,

wupstream:: {

~type": "roundrobin-,
vnodes: {
"bmahrms-command:80-: 1

}
}
3

curl http:/127.0.0.1:9180/apisix/admin/routes-\

-H "X-APIKEY:put_admin_api_key here"-X PUT -d'
{

»id": "hrms-backend-command-message-,
vhost": "bma-hrms.bangkok.go.th,
"urivapivlmessages,
rupstream:: {

~type": "roundrobin-,

vnodes: {

"bmahrms-command:80: 1

}
}
3

curlhttp:/127.0.0.1:9180/apisix/admin/routes-\

-H "X-APIKEY:put_admin_api_key_ here"-X PUT d'
{

»id":"hrms-backend-discipline-,

vhost: "bma-hrms.bangkok.go.th,

rurivwvapivldiscipline/,

rupstream::{

~type": "roundrobin-,

vnodes: {
"bmahrms-discipline:80-:1

}
}
)
curl http:/127.0.0.1:9180/apisix/admin/routes-\
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-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{
»id": ~hrms-backend-evaluation-,
vhost": "bma-hrms.bangkok.go.th",
wuri:vapivlevaluation;,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-evaluation:80-:1

}
}
3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{
vid":"hrms-backend-leave-,
vhost": "bma-hrms.bangkok.go.th-,
rurivwapivl/leaves,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-leave:80": 1

}
}
}'
curlhttp:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{
»id":"hrms-backend-salary-,
vhost: "bma-hrms.bangkok.go.th",
wurivwapivl/salary,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-salary:80-:1

}
}
3
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curlhttp:/127.0.0.1:9180/apisix/admin/routes-\

-H "X-APIKEY:put_admin_api_key here"-X PUT d'

{

»id": ~hrms-backend-development-,

vhost": "bma-hrms.bangkok.go.th",
wuriv:vapivldevelopment/,
rupstream:: {
~type": "roundrobin-,
"nodes": {
bmahrms-development:80-: 1

}
}
3
curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT d'
{
»id":"hrms-backend-kpi-,
vhost": "bma-hrms.bangkok.go.th",
"uri-wapivil/kpis-,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-kpi:80-: 1
}

}
3

curl http:/127.0.0.1:9180/apisix/admin/routes-\
-H "X-APIKEY:put_admin_api_key here"-X PUT -d’
{

»id": "hrms-backend-metadata-,
vhost: "bma-hrms.bangkok.go.th",
"urir:vapivlmetadatas,
rupstream:: {
~type": "roundrobin-,
"nodes": {
"bmahrms-metadata:80":1

}
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1.11. unagd
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